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With the continuous advancement of the Digital China and Cyber Power strategies, the digital and
intelligent transformation of the industry has generated a large number of job demands in network
security operation and maintenance, emergency disposal and other fields. The field engineer training
program launched by the Ministry of Education requires vocational education to cultivate practical
and front-line technical talents. Different from traditional operation and maintenance personnel and
undergraduate research and development talents, information security field engineers take on-site
practical operation capability as their core advantage, which enables them to solve practical on—
site problems and realize project implementation. At present, there are prominent shortcomings in
the talent training of higher vocational information security majors. Teaching is divorced from real
enterprise scenarios, curriculum content is disconnected from front-line work orders, and assessment
standards fail to match post competencies. Prevailing problems such as emphasizing theory over
practical operation lead to insufficient on—site disposal capabilities of graduates, making it difficult
for them to adapt to the implementation needs of digital and intelligent security projects. Taking "on—
site standardization" as the core, this paper clarifies the definition and post competency framework
of information security field engineers, and sorts out the practical problems of disjointed on-site
talent training. Closely focusing on national strategies and industrial employment demands, this
paper constructs a comprehensive and highly practical training system for field engineers from five
dimensions: on-site training objectives, scenario—based modular courses, hierarchical immersive
training, practical dual—qualified teaching teams, and whole—process on-site evaluation. It provides
practical references for higher vocational colleges to optimize the on-site talent training mode of
information security majors, alleviate the imbalance between talent supply and demand in the industry,
and guarantee the supply of front-line talents for the network security industry.

on-site orientation; higher vocational information security major; field engineer; talent
training; practical talent cultivation
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