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Digital asset custody and decentralized identity (DID) under the Web3.0 architecture heavily rely
on the security of users' private keys. Key loss or forgetting will cause permanent loss of assets.
Most existing social recovery mechanisms adopt the Shamir Secret Sharing (SSS) algorithm, which
lacks mandatory access control layer in decentralized scenarios and suffers from security risks that
malicious guardians may collude offline to recover keys. Moreover, traditional public key cryptography
faces potential threats from quantum computing. To solve the above problems, this paper proposes
an improved key recovery mechanism combining anti—quantum lattice signature and smart contract.
The mechanism adopts a double—layer architecture of blinded sharding and custody, splits polynomial
fragments via XOR operation and stores them separately by guardians and smart contracts.
Meanwhile, the lattice signature algorithm based on Learning With Errors (LWE) is introduced as the
sole authorization credential. During key recovery, users must submit valid anti-quantum signatures,
and critical fragments can only be released after verification by smart contracts. Theoretical analysis
and evaluation show that the proposed scheme prevents offline collusion attacks by t guardians
without trusted third parties, possesses anti—quantum performance, and its overall interaction overhead
meets practical engineering deployment requirements.

decentralized identity; shamir secret sharing; lattice cryptography; smart contract; anti-
collusion attack
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