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Research on Cybersecurity Strategy for Colleges and Universities Based on
Proactive Defense
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Abstract : Against the backdrop of China's accelerating informatization process, colleges and universities serve
as vital hubs for scientific and technological innovation and talent cultivation in China, with their
information system security protection levels garnering increasing attention. Since 2022, the state
has successively issued relevant laws and regulations, such as the "Measures for Cybersecurity
Review" and the "Measures for Security Assessment of Data Exit," which elaborate on the "Three
Transformations and Six Defenses" and propose the establishment of a comprehensive security
protection system featuring "pre—event prevention, in—event interception, and post-event traceability"
through various methods such as trusted computing, situation awareness, and automated response.
However, issues such as Struts2 vulnerabilities and ransomware attacks continue to frequently
occur in college network applications. In this context, leveraging intelligent threat analysis, behavioral
modeling, and automated orchestration to transition from traditional "passive blocking" to “proactive
anticipation" represents a crucial approach to addressing the information security dilemmas faced by
colleges and universities.
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