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Design of an [oT-Based Intelligent Vehicle Remote Monitoring System
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Abstract : Addressing the issues of data silos, poor real-time performance, and high operational and
maintenance costs in traditional vehicle monitoring, this paper proposes an loT—based intelligent
vehicle remote monitoring system architecture from the perspective of frontline engineering practice.
The architecture focuses on three key aspects: onboard terminal data acquisition, low—power wide—
area transmission, and cloud—based intelligent analysis. From a security standpoint, the system
establishes a three—tier security framework encompassing onboard network intrusion detection,
transport layer mutual authentication, and cloud API defense—in—depth. Economically, it introduces a
transparent cost model that accounts for hardware amortization, communication expenses, and cloud
service subscriptions, demonstrating economic feasibility for fleets of varying sizes. Methodologically,
the use of open—source toolchains and standardized datasets enhances the reproducibility of research
findings. Practical deployment results show that the system reduces fault warning response times to
the second level, lowers annual comprehensive operational and maintenance costs by approximately
18% per vehicle in a large—scale application involving 860 pure electric buses, and achieves an
effective warning rate of 91.3%. This provides a viable technological pathway for intelligent fleet
management.

Keywords : Internet of Things (loT); remote monitoring; CAN Bus; MQTT; edge computing; predictive
maintenance; onboard network security; cost—benefit analysis
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