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Abstract : While enhancing data processing capabilities, big data technology also amplifies the complexity and

severity of cybersecurity risks. This paper starts from the characteristics of cybersecurity risks in the

big data environment, analyzes the new types of risks exposed in the aspects of massive multi-source

data collection, distributed storage and cross—domain transfer, heterogeneous system interconnection,

and large—scale real-time processing. On this basis, it proposes key technologies for risk identification

based on big data technology, including multi-source heterogeneous data fusion, machine learning

anomaly detection, log correlation traceability, and graph neural network covert attack detection. It

also designs a big data—driven cybersecurity prevention and control system from four dimensions:

data security protection, situation awareness response, operation and maintenance management, and

joint prevention and control. The research provides systematic theoretical support and technical paths

for cybersecurity protection in the big data environment.
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