iﬁ”ﬂﬂﬁﬁalﬂfﬁte B R I 7

[Epzi=ali B%E Fc‘?l;% 726000
DOI: 10.61369/TACS.2026060042

RE#HZ. B, 8. £EREMS
BRNNEFRENE

HEMNROZEER, ENREMEZAEERL. KFE. DRALRERDR, =itE. ABE. ATEE. MBNERAS
, MEE "£H%. £&E, SR NEEREES, E5kEN, REM
HEfL. [BMR{L. MBS, ER “H3hi. BERbiP” NRERAEELUNMHRER SR

B, BIEHE. APTIHE. B1FHS. REAGSREEHIL, FTEAMRERERE. FERLRERBFHGH

BFo

HEMK; EERE; MBRE; HIFER; TEE; ATERE

Research on Campus Network Security Protection Strategies in the Era of

Abstract :

Keywords :

Digital Intelligence
Wei Tian
Shangluo University, Shangluo, Shaanxi 726000

The advent of the digital intelligence era has driven the deep transformation of campus networks
toward intelligence, digitization, and collaboration. Technologies such as cloud computing, big data,
artificial intelligence, and the Internet of Things are deeply integrated with campus teaching, research,
management, and daily life, forming a smart campus ecosystem characterized by "full scenarios,
full connectivity, and full data." However, this progress is accompanied by increasingly intelligent,
covert, and large—scale cyberattack tactics in campus networks. Traditional security models based

n "passive defense and single—point protection" can no longer effectively counter emerging threats.
Frequent security incidents—data breaches, APT attacks, ransomware, and device intrusions—pose
severe risks to campus data security, faculty and student privacy, and the integrity of teaching and
research activities.
digital intelligence era; smart campus; cybersecurity; protection system; zero trust artificial
intelligence
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