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Abstract : The large—scale deployment of medical loT endpoints—wearable sensors, implantable monitors,
and remote monitoring platforms—forces cryptographic design to negotiate a new trade-off
between strong security and severe resource constraints. AES-256 and RSA-2048 are ill-suited
to such settings, as their computational overhead, memory footprint, and power draw exceed what
constrained nodes can sustain.To this end, this paper builds a multi-layer lightweight cryptographic
framework for medical 0T, composed of an optimized PRESENT-80 block cipher, ASCON-128
authenticated encryption, CP—ABE access control, and ECDH key exchange, covering confidentiality,
integrity, attribute—based access control, and session—key agreement.Python—-based simulations on
real physiological data from PhysioNet show that the average end—to—end encryption and decryption
latencies of the proposed pipeline are 202.95 p's and 202.40 u s, respectively, meeting the deployment
requirements of latency—sensitive medical loT scenarios.
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