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Abstract :

Keywords :

Aiming at the problems in courses such as "Fundamentals of Network Security Offense and
Defense", such as fragmented business scenarios of traditional vulnerability shooting ranges,
scattered experimental entrances, and students' difficulty in understanding the business hazards of
vulnerabilities, a set of PHP—based e—commerce scenario vulnerability training platform is designed
and implemented. The platform builds a running environment based on PHPStudy, PHP and MySQL,
adopts B/S architecture and PHP MVC design idea to organize business logic, and the front—end
carries out interactions around e—commerce processes such as commodity browsing, shopping cart,
order processing, and QR code payment. The system embeds Web security issues such as brute
force cracking and SQL injection into real business entrances, and provides teaching support through
student training manuals. Test results show that the platform can complete basic e-commerce business
processes and vulnerability reproduction training, and can provide a practical teaching environment
close to real projects for courses such as "Fundamentals of Network Security Offense and Defense".
penetration testing; web security; vulnerability shooting range; e-commerce platform;
practical teaching
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