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Abstract : The widespread adoption of telecommunications and the rise of online fraud are increasing the risk of
university students falling victim. Understanding the connection between students' awareness of fraud
prevention and their needs can help the university to design appropriate security measures to deal
with actual risks. This study adopted the Structural Equation Modeling (SEM) and the Nonparametric
Combination (NPC) permutation tests to analyse the relationship between fraud prevention awareness
and their fraud prevention needs, as well as the differences among groups. Our findings show that
when students' fraud prevention awareness increases, their need for fraud prevention also grows.
Furthermore, we also found that their fraud prevention awareness rises with grade level or the
intensity of anti-fraud app usage. In summary, this paper not only identifies the relationship between
students' preventive awareness and their preventive needs but also further confirms the reliability of
the NPC permutation test for ordinal data. The results of this study could provide a workable, practical
foundation for optimising campus anti—fraud prevention systems.

Keywords : telecommunications fraud; university students; structural equation modeling; permutation
test; ordinal data
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