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Research on Risk Assessment and Prevention Framework for AI Applications
Among University Students: A Case Study of Water Resources Discipline
Talent Development at Changsha University of Science and Technology
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Abstract : Generative Al technologies are rapidly transforming higher education ecosystems, enhancing
knowledge acquisition efficiency while introducing multifaceted risks—including diminished cognitive
abilities, erosion of academic integrity, privacy security threats, and widening digital divides. Using
the School of Water Resources and Ocean Engineering at Changsha University of Science and
Technology as a case study, this paper analyzes the risks associated with Al adoption among
students and their underlying mechanisms. It summarizes practical experiences in Al empowerment
and risk co—governance through three approaches— "Foundation+" (basic skills enhancement),
"Competition—Training+ " (competitive learning), and "Scenario+" (contextual application). The study
proposes an integrated risk management framework encompassing instructional restructuring,
institutional safeguards, technical protections, and competency development. These findings aim to
facilitate a paradigm shift from "technological constraints" to "student empowerment" in universities,
providing theoretical insights and actionable pathways for cultivating innovative talents in the new era.

Keywords : generative artificial intelligence; higher education; risk prevention; academic integrity;
smart water management
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