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Abstract : Cloud computing is a driving force for the development of information technology and a support
for enterprise digital transformation and informatization construction. With the wide application of
cloud services, data security and privacy protection issues have become increasingly prominent,
restricting the healthy development of cloud computing. Based on the technical architecture of the
cloud computing environment, this paper systematically analyzes the current risks and challenges,
and puts forward operable optimization countermeasures from different dimensions. Strengthening the
application of new technologies and promoting cross—industry collaboration and supervision will help
improve the level of data security and privacy protection in cloud computing environments, and provide
support for the sustainable development of cloud computing.
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