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Abstract :

With the development and innovation of new information technologies, cyber attack methods are also

constantly upgrading, showing an intelligent and complicated development trend, which poses severe

challenges to the traditional network security defense system. Relying on its advantages in semantic

understanding, content generation, pattern recognition and other functions, Generative Al has become

an important carrier for reshaping network security protection. By analyzing the core advantages of

generative Al in network security protection, this paper proposes strategies for constructing a new

network security protection paradigm based on generative Al technology around threat detection

and hunting, Al phishing email defense, intelligent attack—defense exercises and vulnerability mining,

code security and automatic repair, so as to promote the network security industry to a new stage of

intelligent understanding and autonomous decision—making.
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