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Abstract :

With the rapid development of railways, EMUs (Electric Multiple Units) are constantly moving towards

digitization and intelligence, and the train network control system has gradually assumed a more

important role. Adopting network control technology with higher safety and reliability to improve the

safety level of the network control system has become an important trend in current development.

Based on this, combined with network communication standards, this paper analyzes and identifies

potential safety hazards and risks of the train network control system, studies the reliability and safety

of different network topologies, designs technical schemes for implementing core network equipment

with high safety, and proposes safety defense measures to address common hazards in network

communication, so as to fully meet the safe operation requirements of the train network control system.
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