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Teaching Practice and Exploration of the Comprehensive Training Course on
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Abstract : As a critical practical component of the Cybersecurity program, the System Security Comprehensive
Training course is dedicated to comprehensively cultivating students' core practical competencies
in Web penetration testing and security defense. This paper employs Vulnhub as the core practical
platform and adopts a practice—driven teaching model, elaborating in detail on the course's teaching
objective formulation, modular content design, diversified teaching methodologies, and integrated
assessment and evaluation mechanism. Through quantitative evaluation of the course objective
achievement of the 2022 cohort, the teaching effectiveness is validated. Based on the issues identified
during teaching practice, actionable strategies for course optimization and continuous improvement
are proposed, with the aim of providing insights for the development and reform of similar professional
practical courses.
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