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Abstract :

Against the backdrop of the widespread application of artificial intelligence in the field of education

and teaching, the surge in educational data volume and intelligent applications has not only brought

unprecedented opportunities for personalized and precise teaching but also posed significant

challenges to the security of educational data. This paper focuses on the crucial proposition of

educational data security in the era of artificial intelligence, exploring it in depth from both technical

and ethical perspectives. After analyzing the types, attributes, and risks of educational data, the paper

proposes a comprehensive technical framework solution that includes desensitization, federated

learning, on—chain storage, access control, and differential privacy computing to safeguard the entire

process of educational data collection, storage, utilization, and sharing.
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