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Abstract : With the acceleration of the digital process, the amount of data carried in cyberspace has grown
exponentially. While the big data environment promotes value creation, it has also become a major
battleground for complex cyber attacks such as APT and zero—day vulnerability attacks. Traditional
security defense technologies based on rules and signature—based detection have shortcomings of
lag, passivity, and low efficiency when dealing with massive, multi—source, and high—speed dynamic
data. Artificial intelligence technologies, especially machine learning, deep learning, and natural
language processing, have strong capabilities in pattern recognition, anomaly detection, and predictive
analysis, providing a key driving force for building a new generation of active, intelligent, and adaptive
cybersecurity defense systems. This paper systematically discusses the value and specific strategies
of artificial intelligence technologies in big data cybersecurity defense, analyzes their application value,
and finally summarizes the current application problems and future prospects.
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