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Credit Card Fraud Detection Algorithm Based on Data Augmentation
and XGBoost
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Abstract : Credit card fraud detection is challenged by severe class imbalance in real-world banking datasets.
This study proposes a hybrid framework, termed CGAN-IF-Bayes—-XGB, which integrates Conditional
Generative Adversarial Networks (CGAN), Isolation Forest (IF), Bayesian Optimization, and XGBoost
for fraud detection. CGAN is used to generate synthetic fraudulent samples to alleviate data imbalance,
while IF provides anomaly scores as auxiliary features to enhance discriminative representation. Bayesian
Optimization is applied to automatically tune XGBoost hyperparameters for optimal classification
performance. Experimental results on a real-world anonymized banking dataset show that the proposed
model outperforms baseline methods, including KNN and LightGBM, in terms of accuracy, TPR, TNR, and
MCC, demonstrating its effectiveness and robustness in credit card fraud detection.
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