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Abstract :

Against the backdrop of the rapid development of the digital economy, the widespread application

of big data technology has driven the transformation and upgrading of various sectors, while also

posing severe challenges to information security and privacy protection. Characterized by volume,

variety, velocity, and value, big data information security protection has become a key element in

safeguarding the healthy development of the digital economy, protecting individuals' legitimate rights

and interests, and upholding social public interests. Based on this, this paper conducts a focused study

on big data information security protection strategies. It analyzes the major challenges currently facing

big data information security and privacy protection, sorts out relevant key technologies, discusses

the theoretical connotations of core technologies such as data security defense and data backup and

recovery, and proposes targeted protection strategies, thereby providing theoretical references for

constructing a comprehensive big data information security defense system.
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