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Abstract :

With the development of wireless communication technology, wireless MESH networks are widely used in

emergency communication, smart city construction, military communication, and other fields due to their plug—

and-play capability, strong self-healing ability, and high reliability. However, due to their characteristics such

as open wireless channels, multi-hop communication modes, and node autonomy, wireless MESH networks

are vulnerable to various security threats, including eavesdropping attacks, denial-of—service attacks, routing

spoofing, and node attacks, which can severely impact the network. This paper focuses on the security issues

of wireless MESH networks, summarizes the main security challenges currently faced by wireless MESH

networks, analyzes the existing security protection methods and their technical shortcomings, and finally

proposes effective ways to enhance the security of wireless MESH networks, thereby better serving the future

security design and application of wireless MESH networks.
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