AT EKE | ARTIFICIAL INTELLIGENCE

Al HaEFIHUS B R BB BUEARER

FARTHRERE EabEl, bR 132 101416
DOI: 10.61369/TACS.2025110052
i E : AIER. EFHESAREMTNRELR, EERAMEETEERERFENRE, HMZEBEDNINL. REBE
RHBRFRIPFNEFZEMGER T RIFRAENNE. EEZBZAEETEDRFRE, HFTANSRESSEA, XX
(EEREHFEM) RENRZRET gk, AXREINHFNLOMEE, HIEH—NGERERR, EER
FHREENAEMSRFSIHME, HMEaFEERRARNRRZRLRFSSTREN,
X 8 1@ : FERE; REFEHLS; ALERE; BFHE; BB BFEHE

Exploration of Teaching the Mathematical Foundations of Information
Security in the Al and Quantum Era
Wang Bing
Department of Basic Sciences, Aerospace Engineering University, Huairou, Beijing 101416

Abstract : The rapid advancement of artificial intelligence, quantum computing, and big data analytics
is profoundly reshaping the landscape of information security, while simultaneously imposing
unprecedented challenges on the mathematical foundations supporting cryptographic protocols, secure
communications, and data protection. As cryptography transitions toward a post—quantum paradigm,
the escalating systemic and complexity demands of mathematical tools have rendered traditional
pedagogical frameworks increasingly inadequate, thereby presenting severe challenges to both the
content and objectives of the course "Mathematical Foundations of Information Security."
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