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Abstract : Cultivating innovative cybersecurity talents with solid practical skills represents a strategic national
imperative, wherein experimental teaching plays a crucial role. Traditional approaches to cybersecurity
experimental teaching suffer from issues such as slow updates of equipment resources, inadequate
environmental isolation, and limited scalability, which constrain teaching effectiveness and talent
development. To address these challenges, this paper proposes a virtualization technology—based
experimental teaching system, with core modules for resource management, environment configuration,
process monitoring, and result evaluation. Furthermore, it implements an integrated "theory-—
demonstration—practice—analysis" teaching model. By designing specific cybersecurity experimental
cases and conducting a multi-faceted evaluation, the system demonstrates significant effectiveness in
enhancing teaching efficiency and fostering students' practical and innovative capabilities. This study
offers a valuable reference and a practical solution for relevant institutions to reform their cybersecurity
experimental teaching.
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