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A Secure Face Feature Protection Method Based on Deep Learning and
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Abstract : With the widespread application of face recognition technology, the security and privacy protection
of face data have become research focuses. This paper proposes a secure face feature protection
method based on deep learning and encryption algorithms. Firstly, the method performs reversible
processing on original face images, and uses the MTCNN algorithm for face detection and alignment.
Secondly, it extracts face features through a deep learning model to generate high—dimensional feature
vectors. To ensure data security and integrity, the SM2 asymmetric encryption and AES symmetric
encryption algorithms are adopted to encrypt the feature vectors, and digital signature verification is
introduced.
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