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Abstract :

With the vigorous development of big data, computer network security is facing numerous severe

challenges. Data leakage incidents occur frequently, with sensitive information being illegally obtained

and exploited; malware spreads rapidly through big data transmission channels, seriously threatening

the stable operation of systems; network attack methods are becoming increasingly complex and

diverse, making traditional protection systems difficult to resist effectively. Based on this, this paper

deeply explores the basic cognition of big data and computer network security, the types of computer

network security risks in the big data era, the causes of these risks, and the corresponding prevention

strategies. It aims to improve network security protection capabilities through various strategies and

ensure information security in the big data environment.
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