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static keys, insufficient data protection and transmission integrity in the interaction of ultra—fast
charging V2G, a data security transmission method based on dynamic keys and fragment encryption
is proposed. [Method] Centering on the overall idea of "trusted identity — dynamic key — hierarchical
data — complete transmission”, a two—way authentication mechanism based on unique hardware
identifiers and physical characteristic parameters is proposed. Real-time charging conditions are
introduced to participate in elliptic curve key negotiation, and a dynamic session key coupled with the
condition status is constructed. At the same time, core/auxiliary hierarchical processing is carried out
on V2G interaction data. The "strong encryption + integrity authentication" and lightweight encryption
strategies are respectively adopted, and end-to—end integrity protection is achieved by combining
hash check and retransmission mechanisms. [Results] The research shows that the proposed
method can significantly improve the uniqueness and unforgeability of device identity authentication,
enhance the randomness and timeliness of session keys, and reduce the large—scale security risks
caused by key leakage. The core metering and dispatching instructions have gained higher levels
of confidentiality and tamper-resistance capabilities. The auxiliary operation data can also achieve
basic protection with relatively low computing overhead, and the overall performance is adapted to
the limited computing power conditions on the side of ultra—fast charging stations.[Conclusion ] This
method significantly enhances the credibility of device identity, the dynamic security of keys, and the
integrity of data transmission, meeting the security requirements of ultra—fast charging high—power

scenarios.
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[Objective] Aiming at the problems such as easy tampering and counterfeiting of device identities,
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