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Abstract :

Under the background of Industry 4.0, the networked transformation of small and medium-sized

ventilation fan production systems brings network security risks. It is necessary to build a threat model,
design a security enhanced architecture, implement protective measures such as dynamic encryption
of key process parameters, equipment access control, etc., quantify protective effects through red

blue confrontation tests, evaluation models, etc., improve the integrity rate of quality traceability and

OEE in practice, build a continuous improvement mechanism and talent training system, strengthen
edge computing and Al model protection in the future, and build a next—generation process security

architecture.
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