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Abstract : With the in—depth integration of information technology and the automotive industry, the Internet of
Vehicles (IoV) has become the core direction of the transformation and upgrading of the automotive
industry. While improving travel efficiency and driving experience, it also faces increasingly severe
cybersecurity risks due to the characteristics of multi-terminal interconnection and multi-scenario
interaction. Starting from the development characteristics of loV under the new situation, this
paper systematically sorts out the cybersecurity challenges existing in oV at the levels of terminal
equipment, communication transmission, data management and application services. Corresponding
countermeasures are proposed from three dimensions: technical protection, management norms and
ecological construction, providing theoretical reference for ensuring the safe and healthy development
of the loV industry.
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