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Abstract : With surging demand for high—end aluminum profiles in new energy vehicles and aerospace sectors,
the aluminum extrusion industry is accelerating its digital transformation. Technologies such as digital
twin systems (PC + mobile process animation), full lifecycle management of molds and tools, process
control systems (including formula libraries and isothermal algorithms), and Al-powered quality
inspection have been widely implemented. However, security vulnerabilities have emerged in multi—
system interactions: industrial cameras at the perception layer are susceptible to hijacking, network
protocol vulnerabilities enable parameter tampering, platform-level formula libraries and mold records
face leakage risks, and application—layer digital twin models are vulnerable to unauthorized access.
This paper focuses on industrial internet security in aluminum extrusion, exploring core technologies
including layered security architecture, end-to—end data lifecycle protection, and tool/mold security.
By adapting to scenarios like digital twin visualization and process parameter distribution, it establishes
an industry—specific security framework to mitigate risks of unauthorized device access and mold
data leakage, ensuring end—-to—end security and supporting the digital transformation of the aluminum
extrusion industry.

Keywords : aluminum extrusion; die and mold; material selection; performance optimization; failure
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