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Abstract :

With the rapid development of the information society, data security issues have become increasingly

prominent, especially in the field of electronic information engineering. As an important means of

protecting data privacy and security, data encryption technology has gradually become one of the

core technologies to ensure information transmission and storage. Research in this field involves

encryption algorithms, key management, identity authentication, and security protocols. In recent years,

with the rise of emerging technologies such as quantum computing, traditional encryption technology

faces new challenges, and there is an urgent need to develop more efficient and secure encryption

schemes. This study explores the current status, challenges, and development trends of current data

encryption technology, and provides an outlook on future research directions.
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