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act : With the rapid development of the Internet, the data privacy protection in the computer environment has
become the focus of global attention. This paper discusses the importance of data privacy protection
in the field of network security, and analyzes the challenges of data privacy protection in the current
computer environment, such as hacker attacks, internal leakage, risk of third—party services and lack
of laws and regulations. On this basis, a variety of data privacy protection technologies have been
deeply studied, including encryption technology, anonymization technology, access control technology,
data desensitization technology, and blockchain technology. Each technology is elaborated from
its principles, application scenarios and advantages and disadvantages. In addition, this paper also
proposes a data privacy protection framework based on multi—-technology convergence, aiming to
improve the overall efficiency of data privacy protection through the comprehensive use of a variety
of technical means. Finally, this paper summarizes the shortcomings of current research and prospects
the future direction of data privacy protection technology, emphasizing the importance of technological

innovation, regulatory improvement and international cooperation.

Keywords : computer network security; data encryption; privacy protection; blockchain technology;
access control
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