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Safety Design of LKJ Vehicle Data Wireless Replacement System
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Abstract : The safety design of the LKJ onboard data wireless replacement system follows the basic
requirements of GB/T 22239-2019 Information Security Technology Network Security Level Protection
and relevant standards for railway rail transit. It scientifically and reasonably evaluates the compliance
gap and safety risks of the LKJ system, assists it in determining reasonable security protection
measures, and based on this, scientifically plans and designs a complete set of security systems, fully
leveraging national security technology and products The advantages of industrial control system
security protection products and services provide comprehensive and multi—level deep protection for
the LKJ onboard data wireless replacement system. Building an integrated defense system based on
the LKJ onboard data wireless replacement system's deep defense, comprehensively enhancing the
system's self immunity, and ensuring the necessary requirements for the safe operation of information

infrastructure and important equipment supporting train operation safety.
Keywords : LKJ; wireless replacemen; onboard data; system safety; national secrets; safety protection

MEZRE LK) R TOAA e R GG M RTESAAK R T 2, 856 ER MY BRI SR, e
RGEREVR"Y, N LK) ERHURCEHER S, MEESLLN A, SR RN 5B WRe e, SHAR
FBOS LKJ FREHnTCAHE R G BRI 2 B AR, 1R Sse i Fl LK R R o2 e R G A

LKJ RGUEA r HoR T REBOSE . MB L2 RRisir . SRR eeii iRzt LaliisSsmesah . FRRe
B e oy [ N 7S NS T A7 S 2 WA 7 i s

—. BRERREHEN m— e
8[ 1[el] 1[g] || =— =
T HRTF I B 2 S R SIS T, 2562 LK) sl |s|f}] || ===
‘ . [Cesee | = k] § g weut —
ZOHNL S, DUEZS AR, A3k LK 2 aiuss ] [ e |
FREMRRBZ 2T ST, 456 “HA8 HATE, RNE S—
B RGN, BT SRR TRy | mesees [ e | [eveen || e | ] o |
SRR, BRI GBS RAT TSR T, @1 senpases
SRR LK) B HBEh RS | FHIe | (TR s SRR B R R AR . RAETEIRR . R
TSR, MITER LK) RESERIER AT IMERRRR =2, SERESHIRIEEL LK) R 2R

B, N7 LK RGEHTIE— SR IR AR . LIRS,

WA Bk (1985.11-) , 5B, WUk, AREELLBRELEHRA, KM, TRF, #HRFM: KBNE.

2024111017



T72RlE | ENGINEERING SCIENCE

(—) REHIFER

BRI IRR AR TR IR R, WALk
R EN AP RRAL, HARZRe B RR, £ LKI
LA Z R NS B RERG . KRB, KoM
&gy A SIS M IR 2B TL R T H
B kB, AR, IDS/IPS A RAGIN S 7= i S e, sBg
WENRZET . #EUHTR . NEBIEEREST, Sk
I RMAE T EHB RS ERS . KRG EAE,
B RS A ol SEER T R G ML T SRR 2 2P 8

(Z) REEBER

WEGHIRR M LT, W, PR EET= M,
FOREE LK) ERBIROEE R RN RS REiET. Hbhws
F RGN LK) REMEAREH, ARG NP
WP RRG NG A GBI UE T AR S
WERFH TR, WREHEAGENGITE ., TREERIESLINE
M. el R aism Y, LR G NS BT HE, ¢
X ARG PR A IS TIRAS AR, HER SRR RS S 5% 22
AR LN YR RGN & NET ERNETHSE, NRFENZ S
TR, BRRGE N ENL. MAEETENRIZT T8
SRR, HER AU E S

(=) ZE=EMMEMISHE

BITZSEB IR (LK) BRI R G ATT 4 ) MR
GB/T22239-2019 {[FRFEAGERGE SFPHARTK ) S
KEREIE, RGBS M TR e T RHA IR L]
HRATFI T RIS TR R G e G s, et
RS A R ARG 2 2RSS, PRGN AL BT
WEHMRRE R TR HFNIERSE . IRSSAERIbl. 2
BRI AL, P AR TR RGN LK) 2 . 1
HAZGFEN., BANEHEONZEAIE, (HESY:. U
S O LKJ Al L e s s st
BT RGN ARG P A s ek IR Ss A AR IR SS, S8
IHTH R GRS, AN RGN SRR,

—. REARREE

(—) =Z£53H

N LKT B TR R R RGN, 2 aARTT RN
CEBARREM, BT LK iR g R R &R R
RSB, TR

i'ﬂb T

Bejca:
= b

>E2 Z2ZE

018 | ENGINEERING RESEARCH AND APPLICATION

LKJ ZEHHARTCEHE RG] o Tk X MR R 58
DXL LSS X SR RS, BTk ", kT
5 AFANX, GrARINNIL L BT NI R Al dea
D, e, 2 TalEX.

(Z) ShRiBRRERR

FHGE I TR A RIS 2 ey . HALRG R B i . %2
SN NSRS BT KB R0 A M 25T
(R A BELIT , ARSI SBIAS P00 24 A e 479 RSN AT BEL I, - s A 8t
FANGAGINZE A f 2B T AR s A AT OB, 2 24
NHEET LK 20 ST R S H 2 aminiges, SeIlEuRm
L, Bkl ss BRIt

(=) ARBRZERR

TN DAY AT 00 2% 352 A X U TRT AR G A I 2 T it AT MU TR R ¢
X TR HcT . T ORI T ARG SR, PRI T T S
Bggt. SO R 2B L, N R R SRR
B IRANAZAS I 22 GBS I | LT 2R S0 B R 25 2l
FENHIREIT . EPNHITE RG0S N WA TEOR S A e e
P, SRR R U R PR 2R 5, SRR 4% 2 RV A i
Fp, By kT B IE RO e g XU, [l IR AU S T
WO AT TR, KR T R 4% S A A B e AT
N, HEGL T sal AT AR, ORI AR T
i

(M) ZE=EEBR

LRSI T RGBT R AT, PREERR, Zear,
W4, RSB TIREE 1 e BT =AU E R T
I TERTR R . SR A YR e AT LSS
B SR E R

(R) ZE=EMiSHE

LIRS BRI 20, EES AL, S5
B RS R RGSTNS RS, AT hgaprriit
LA A SR DA 2 A B R HIGIE | IR IRES 55

=. B£¥A

ZRBITRR SR ML R B Pk, 52
X LK FFRHRTCEAME R TR 29

(—) BRRERHF

MRz 2517530 N LA BTAP AT N L S 4 B 4 AT 4
ke ML R BT LRI R SR BRI R e N Bl 55 W 2%
HER Y, SEELPRAL IS ZR 585 M T AR 4 2 (A B0 22 B 2 4
5 SRS BN RS LK) ER RSB oA %%
HORUEE IR At e ORI ARRIL A B 3 AN AR I A Bl 3 P sy
SFROIORE AR . NG, A B8
MRk, BAIL S, vl AN R i SRR
ite, FNILRFTRGMAGE R,

(Z) ENRERHF

EW 2B R G E I T RGBT RN



LKJ 2 i R ER AR, BTN 2 g
TR T LY, REEESE &SNS Z e, mfE, 7]
¥, FENMZLP ARG FE B SMERE L 2RERS, €4
HIREE e A PR EEE . SRR A AL

RGN / ZRBRERS, SLMTAMTMEELR, Pik
A EE RN, R RSB AR R R AL AT
i, PRERGMBI TR 4,

WY /a4, Wil TFE TR R gL
ML A 22 Ao By LIRS A 3R 3 L B ) (431
W Usb M, O, BF, Wilid8)

Wi BEER (RS N A% R e N IS T IR B A B R (Pl
EUHRFINILATN , MRRZGIBITHTRE . 248,

Hdl PR A ST B B e A 1, B B P24
VIR, HRER T AT T e e .

TR, FESLPEAS BT RITEE, R
AR A, R, BRSBTS TG L2l
TREERG . RRWIHHIFRSE. PR RGEAN ", S
TE ARG A B TR A L

(—) REEBRE

LB ERGIMN RGN IBIT R A DA T
7 EE, TR EAGIET 2 @ RSB A R R
7, SRR REALSS TR, AN [ A 4 A A e AN T
AR, HTRGZOR e EAMEEReT L, HLNE
RO

(Z) REHITRSR

LEFITLNBER RGNS BT AT HE, MRS
M2 T FIEATHE, PRAGNIENL. MEFETEINE
THRBI R, FOR RS B St 5

(=) ESRR

FEXAZR e rhrge v SRR I 2 SOG R FG py 2e 4
R, WO HRGRE T 2T MEEZ ey, TR
PRl R G S AEEIET -

h. REiSfE

LA RO N R B e BT, S B A
U SHA YR Blines . Er iR E e sl s RE, H
TR % 4 AP SR AR A 1 B 00 S50 DA 2 4 A BRAR R AR A
Uk IR IR

(—) HFNERG

KFUE B IMNE RS (certificate authority system, A fi:
CA) , /& PKI/CA N FHBEAL ™ 5, AR o JE 40 A R0 aie 43
TR R, WIS RGP BOR &8 R TFIES
T SRR DR 5 8 P i P 2 A PR T 0t e R R [

B A [P RAN B A (DR, S 1o 45 1 PR R AL 535 PR 20 AR B
PRI T RS . BTSSR Al WIEEK
SN PRI SEAA TR AU %7 R A TR E SR f Az
SR RO + X0 JEEHLE], BOIE-Ba2E & B RN asiE
B, B A E B ORI D AR ATE
AR RS . BFIEPER RS, FLIEHENRS.
U HE RS RGN T R G . BT B DRI e A
HEHO R B IR S5 B UL A 2 i R 55

(=) BRZE3=EMEM

FERALABEIE T & 280 R A N R T RIEN . 24T
FHATA B BERLIZ R, ATLARE R N R G AEWR 24 7 I
T s fpas sk, PR E BRI SEE A A,
N4 | SEEAIR A BRI

BRI 1 ZA GE B R A R HLR AL AR APL BREOR(E
ERINUAIARSS . B HL AP SRS ML (8] i A I Rt 12 Ry
FHBEN, N FITT R B REAE el i o0 P s AO AL I B Lt 22 2 T g
AL AP B2 4G A (B ADIR 45 B A B OB (GM/T0018-
2012) ) FRESEOING, BRMLE, B FEREASHRGETA,
W R R ZHN R G RIEK, FEN RG22 T EBA T 12N
FHRTSE

(=) WSABERA

BT R SRR AR i R P BN AR A N R T 4
FRAETHIIEE, ERBHNER. oK. Fi. 58, AR, &
B, RS, SRAET AR S I IE L 563
HIZe R SERE, Qe e (N 2 T R

BT A G0 e R A R A T SR T TR R S R A
RIS, B E R A ER LA GM-T 0034-2014
(ET SM2 2R E B IIE B YL R G870 b HA e e S ARH
Y8 SEAREEITEATELSR, SEAERYGERSHFLE PKI 4T
AR AT RS T A2 IR

N, REHWETIER

EIN RSB S FE AT R, SR e B,
T FGRIEHERRSS

(—) ERIIBKRETR

FI LK IR TG R G0, AR RS Ek R (%2
S ) WA LK EREUE T A R SR Ak
TE—H . (L GE RIS 25T 55 AL ST 77 A T ) 25 IR 45 1
Zifk (a0 Usbkey. TFkey %) EHEE A AIELZS, W] SERIE
Pk ", ARG IR SFAE NS LK ENRGH, K
B A B O DU IR EHEAE LK ZENLRGNHE, Bl
B, TGRS A R AOE

T LIK) LRSS, RS ZRIEERS TH, fEE~%
LH PCAHL, I LKI ENMRERERR R et R, Ui
) A U2 CTAR 55 184 R S R UE B . B = 4k, Al
SDK 45

2024111019



T72RlE | ENGINEERING SCIENCE

(=) E=EdiEt

R LIK ZEE LA R G e R T WEB JEAMM
SAERMUE, 1% WEB B B iR e e & X BG T ZEdb T T
[ 35 SRR AN 25 T . T WEB N (4 ] 25 Bt 2 A I 45 3
Mg, TSRO, &G N Y AR TR T T RO
i, A TTER, HRTREI S A

ERTEA . TR WEB W R G —RE A (1 0
FT Nginx R FCHEGHE, S WEB [ 933 DI & L 5
Wi, A S R E A L, SRR E AR AR R A
UE, HRMEOIMER R, WIS S WEB W &L
i, EGRRS WEB W ARiE . RIS R [ AT SR R I 22
WEB W,

243t

t. &XRiE

LK eI T2 0 22 G U ) 452 A2 S5 20
2.0 (Mg eik) FLea TR, BFEERK R
hEHIME, FRERH HAET IR AR, FEREE LK 25
Ab SRR AN B Y AATTE LKT RGBS A
ST R A, i WEREIN I BRI 2K, e kA%
LEFRIRRARARNE, AT R, VISCHb i 2e A, IR
DEEMUR EIREEE, FE R LK LS5 SR ARG 1 A SR TSRO 8
JEPSESSE S

(A2 J5, 2905 LK Joleifefe B s R R [ 1], #hEEERES, 2023,59(5):67-71.
HE Zhiyu, LI Hui.Research on Key Technologies of LKJ Remote Reloading Process Between Train and Ground [ J ]. Railway Signalling & Communication, 2023,59(5):67-71.
[2] K. TR LR B DT BRI E AT 2ACr [T ], BRE(EES, 2023,59(4):1-6.

JIANG Yongfu.Grasp the Rules and Resolve Risks Strive to Improve the Intrinsic Safety Level of Railway Communication [J] .

Communication, 2023,59(4): 1-6.

Railway Signalling &

(3] W iRz RS ST S AR e de & R S5 BRBL AL IR A I ——2023 AR Al UGS TRME [ ], BUEI(ERS . 2023,59(2):1-5.

CAO Yu.Deepen the Safety Infrastructure Construction, Improve the Intrinsic Safety of Signaling Service, Serve the High—quality Development of Railway Modernization —

the Key Work of Signaling Service of the Whole Railway in 2023 [ J]. Railway Signalling & Communication,2023,59(2): 1-5.

(4] 7R St LK BB sek (U], ghliifEEs, 2023,59(1):90-93.

YE Yonghua.Practice of Improving LKJ Data Management Level [ J]. Railway Signalling & Communication,2023,59(1):90-93.

(5] BRpCAE, (IERGR, /R, %8 LKJ i o

FEIRESCHL [ V], #REEERES, 2020,56(12):6-9, 13.

CHEN Qinghua,HE Leiqiang, NIU Qin, et al. Realization of LKJ Onboard Data Replacement via Wireless Transmission [ J] . Railway Signalling & Communication, 2020,

56(12):6-9,13.

[6] FpHAE, 2, PR, LK) ERddRcdifiice R oosit [J]. Bz 54, 2018,40(9):51-56.
ZHEN Lihua, LI Yinan, YANG Yibin. A Design of LKJ Onboard Radio Remote Data Reloading System [ J]. Railway Transport & Economy, 2018,40(9):51-56.

[7) Kbk, FIFEsfrisiscse Bt 59l (1], HEIEMRE, 2015(12):282-283.

(8] BIRi, EWBIEL AL LK e SRR R R B RS [T ], R 547, 2014(7):97-99.

LU Junwei, WANG Xiaoxia. LKJ Locomotive Facelift Card Data Monitoring Device Control Management Information System [ J] . Sci—tech Innovation and Productivity,

2014(7):97-99.
[91IR%). LK ZEE AUy 88T ()], HhEBk, 2015(10):51-53.
CHI Xueli.Discussion on Transform Plan of LKJ On—board Basic Data [ J].

China Railway, 2015(10):51-53.

[10] XUbEpE. HETFAMAHARSLI LK) Ednmde [J]. s EHUL A, 2012,21(7):562-54.

LIU Xiaohu. Implementation of on—board data replacement based on wireless netword technology [ J ]. Railway Computer Application, 2012,21(7):52-54.

020 | ENGINEERING RESEARCH AND APPLICATION





