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Abstract : With the rapid development of network technology, network monitoring and analysis platforms are
facing unprecedented challenges. Traditional security monitoring methods rely on known rule bases
and are difficult to deal with new attack methods. This paper proposes a comprehensive network
monitoring system based on big data analysis and prediction technology. This system can collect
diversified data such as DPI, DFI, NetFlow, active measurement and scanning, SNMP, SLA, and can
process and store structured and unstructured data such as traffic, performance, and security. The
core functions of the system are situational awareness, traffic perspective, retrospective analysis,
performance monitoring, security detection, and asset management. It integrates equipment and
topology management, thematic analysis, attack countermeasures, abnormal file identification and
restoration, active measurement, and other means. It has the ability to detect network threats without
relying on rules, aiming to create an integrated and intelligent network monitoring and analysis solution.
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include<pcap.h>

include<stdio.h>

include<stdlib.h>
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voidpacket_handler(u_char*user,conststructpcap_
pkthdr¥*pkthdr, constu_char*packet){

/1 BEEEE G

printf( “Packetcaptured\n” );

¥

intmain(){

charerrbuf[PCAP_ERRBUF_SIZE];



pcap_t¥handle;
/FITPRAE, ERTHRE R A
handle=pcap_open_live( “eth0” ,BUFSIZ,1,1000,errbuf);
if(handle==NULL){
fprintf(stderr,” Couldn’ topendevice%s:%s\
n” ,” eth0” ,errbuf);

exit(1);

}

// PEEILES:, HAER TP At

structbpf_programfilter;

charfilter_app[]=" ip” ;

pcap_compile(handle, &filter, filter_app,0,PCAP_
NETMASK_UNKNOWN);

pcap_setfilter(handle, &filter);

// PEEMHIRA

pcap_loop(handle, 0, packet_handler, NULL);

/7 FEBERIR

pcap_freecode(&filter);

pcap_close(handle);

returnO;

}
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