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Abstract :

Overview of Collaborative Security Operations
Chen Ye
Guofu Life Insurance Co., Ltd. Nanning, Guangxi 537000

This article summarizes the importance of collaborative secure operation and its application in
enterprise network security. Faced with the challenge of extremely unequal network attack and
defense, enterprises face disadvantages in various aspects such as technological capabilities,
equipment, organization, limitations, and value. Collaborative security operation improves response
timeliness, reduces economic and social risks, and enhances overall security protection capabilities
through cross organizational cooperation, sharing security information and resources. Its core lies in
the construction of collaborative mechanisms and safety culture, involving the integration of personnel
organization, institutional processes, and technical tools. Collaborative secure operation is more flexible
and efficient compared to traditional models, but it also faces challenges such as communication and
coordination, as well as inconsistent technology and standards. In the future, collaborative security
operations will develop towards automation and intelligence, data—driven, cloud native security, and
supply chain security, providing stronger guarantees for enterprise network security.

Keywords :

—. BIE - MBREWHHAXENZE

AR BB — N T Ml S T ek ) P 45 22 Sl e, AR
RAKEE” o XA S TR IIAE RO RE
BRI piefE

(=) iE

REGYNEH HAREE T 5 R e RN E R Al
LM B2 Ek6005 ey, MR EFELeEFREs
B RORBEETT, RN s B T 250 e

Aups DR
N2

%A

&

=)
N

N
(=) &
ol 0B 2 AR & Rt 7 A B S e H R U
— AR
(=) Rl

Al Y22 AR TSN A B ZR A ESE kI SR AN SZ IR T
Hok, HZTEAEZMMIX A/ . BE RS, K
MARGHEE S, MERZRTYEER, X R

fE# A Bk (1973.10.30) , %,

network security; collaborative security operation

= payaf ap i I

(M) B4R

AV, FRbE R, FEENE G, POBRE.
EAR, —YIDMRUR KR E TR SN B, RS, 2
R, FIRAEF R

(R) B&REED

RIS 25 1o 7T 1O 22 4 N GO HER 8 I O R a1 ol o5 PO AR
%o BRPEMITER RIS AR T B AR B 1 T ) 3 LANARE S BTk
VETERIPLAEL . mACFRI e N AR BT ARE ML . HAW
DRBHRA, BEAREIRMLAE A e TS 2 RS

—. ®RE - BERHREREIF

(—) &FHE

WAz aEE, Sl e E BB, Rk
DUFFRL 22 az iy, TR e . R GRS 2o a MU o
X LGRS 5D B G T VR AR Rk, IR G PRI

Wk, HF: AR REE, Fh. ML E, Tl BFHEETE,

2024.2 | 061



{SETF2 | INFORMATION ENGINEERING

TARETHEAREE, BT AR IS E R

(Z) #=BzE

FERF IR ST, a2 o o s BEFER &
SNMEESER e —, W AZeEE, elTLE RS s
Firaesy, HEEIA S 1. ST IR A BT
FEREAITIZ S PRI H , IERE B M ALY R A R TRk £k

(=) mRZESRE

Py [ 22 Anim B R v — R R T A IS A R LA, AT
DU AR T X e B B MA R N 2P 25— 2R A 3 2 2
JorisF, T ATRIECREX — {5 S 40 TR e ] I 2 O AL sl 5, AT
SCBL BRI i Y ASE [FI BT XA I A B AL A F VR A e
T3, RETF AR A 2% i 28 S LB

(M) seAmrfTit

FE M 2% 22 U, — 5 AL A B R A AEMELL RN T AT
Yol LB MERZS, LT AFE I T HAR AR S ALl
WMIBEIR, LRSI AR N2 e mi il KRR TT 50
AURE T AWM 22 2B Re S, AR LR
B GRS ved e o El S S PN o b/

Es f’j]‘ﬁ]gﬁigg: EE)Z\ Eil\\ *E;‘IE\ E('l:a\

(—)EX

R EE, e, SRR Mg e R
AT . WERSUZETDRE, SEEAIT Bomtls, i et
IFERCHRRE, RN s B PARIEREAEL, KIS, T
LA AL B Ze R R . NSO, HhRZe e
EERAE THOR TWEMA RIS WERRG IR, HEE

TR EIZHEZ MG Zear i, TR HrokdhE, i
HrH e, SRS B e, Bl Leds,

(Z) BREERRAE

Pip 7] 22 Ay BB AR T I 245 2 TN S . MM AT

TR REE T 2% B A I A J A0 I 255 R
Wi 2, REMINEL, oL e BT NEEMELIRT, H
1t MBI AR Z AR rIE b ] PRk T2 B R O R AL

o WFRIZEIEENBME, B2 IriiE, {:._,wzﬂl%‘(f
G, DSERINO NS ekl P2 eza i el

e —& MSS ( Managed Security Service ), ¥
(=) 1EZREM
O - EW A PR N | A S BE =R e ey by iR e co ey =1 RE = 2 i
AR AR, TAME VAN, Bl R TE, A
71, HEHRMF AR S S 5T e
2. s AR R AEE T, iﬁﬁEEU LT AT 2 G
Y, Ry e HdE, A ARSI B B XU AR R
A BT
BERES . BT AR E A ERE . WAL, 8
HHFEEE, TUREGSES 5T NERISERS, REitE T
HIAbE AR

062 | MODERN ENGINEERING

XEATEZZ AR . FIEM, SRR T —A s
Wt Rl 2 E R, X MREP, FIEd s, FE

TN, Fhlal NS W22l SEBRMSE 2 R IR T, Y
(M) #ils: HISE
L. MR
PREAIEESE AT, HASA A A2 s E R
P AN PRIFLEIE S RS IR A ML R PR,

VASCEL T i ) M 25 22 e P ST O P R BB A6 T A A S A
By, RTHERAI T CR, R s AN T B —

2. a3k
ARG BT M e BV . eI
ﬁﬁﬂ% o WEXMWRME B THRETAMALRNZTLE

[, A EZEEE N EE I, BN AR5 A T
E/er/fi& HE RN LU 22 4 UG A UK X B8
mﬂﬁmﬂc —SL—pE, HE, ﬁﬂﬁ&?b&ﬂféa_
EHZO. BIRRIZARES) . watuRE. A S A
O RESE, ©

—H‘Ab
Z'EHe

M. hAREEESERLTIZENNILL

FI PPT #6241 (People — ARG, Process — il £ 5
FE. Technology — HORGTH ) AT RL @ E 5E5% e
ERZERATNERIUR,
| | mEmess | fmmesm |

SHEAM G, SPABETARENES. ERRZE
AR5 RER NS LRl BN DOWARFEL T, BT R .
SEEENI]. BRNGME, RETESEANARKE BREWTERDEEL, KRS ERDTERE.
= BB REFANTRAATIZ, SEMBIRILANIIHMERR
CAREHEMBTAL, R ERATIREAR.

SRR BRAOBENHIRE, SEmLEERE.
7$€§nmmﬂ¢u113* TR, TR REERMT A THR AR

AEENDELAHEIRE WRELRNACHRE. SENTETERAERASN, RUSIRETLOR
ﬁugs EERRORTIERRENY, NERTHEARReH 275,
3

FAHARRNETR, OABEHT. ATRES, X
AR TEEAREFHREREANIR, MPBAE. AN
Tl R T EBES S T, RERE. XHASE, ﬁ!ﬁ (IDS) %.

TH EIrsces ARARNEHTERE, AT HEE L.
T**ﬁ%ﬂMMH§$E“$éﬁiﬁ%£A§W§% &z%—miﬁﬁﬂ¥n*ﬁéﬁﬁfﬁf$ﬁﬁﬂ
TEMEER

MNEEFALLE M, hRZez s NG EAR, HESGR

. R GLRX=A T E AR TR R E . O PR
B, TGP 2 2 4 Bk

h. hWAREEE: BRAZ. ABE

S SR ITARIE (5) Ll SRR A%

EiEE L

PRI T8 B IR = DU T SEE R 3 HANEUR «

1&3«“51‘1&% Hﬁ7u$&3%§mx%ﬁ§ HMERS. E lli?’ésgtﬂiﬂd#ﬁiiﬁféiﬂﬂﬁ WITe R EE LA
20EBELWEAES: {ERL TEATAHTRARSE RGN
MERETE, RARRK.

3?!%1» T e ERFEMHATIUBHTRARLAANE
K, AT E LR 2

1% B']k%EE BERTRSBEAIE, RREVERSTEL

—E i
23&7(8’]&% IE 1%&53 AR RS ERGERER, ST

Fa
2HA ﬂﬂ#@ujmﬁif’\miﬂ&ﬁﬁﬁ WAL
HRLEFNHETRG SR,

A5
B ﬁ‘m?w&%ﬁlmy¢ Wﬁﬁ‘

1 © RSEEREHRMH , BFERe
L. R, EAEIRE.

RAE. REBATUSLWHT,
 REEY ZeEBREFINERNEBNRELET
BHEUHERZENRLER .

1l %?232“85 L) REH, W
7H§%i2ﬁ EEUMELR
2 BB R0 5§2E‘B%EAQ?7LXI@1§1MH{EWE§2§
HETAEBETILE . FRAEET
. AREHRLML ﬂdk%maﬂﬁ%ﬁaﬁéiﬂﬂﬂi‘mﬁ% ES DY
REMEE, SENRLGR, RAREORLHIES.




N hAREEE: SEXNISHIENE

P (&) DAL R 2 iz e 2 — A2 R AN S
W, WL HE NSRS B PMENE . DUT &R ix—
RN DA, AR A28 L MO R 2 20 B i
FRTATA AR

(—) HEXDSHIENH

L BT

TR W AT AR T, EEeeiEE
PATHDL, RS SO 2 M R E. 255800, EE S
Mt L RE I FIRIR, AR E M IE TS5, i,
PEIN ARG,

2. PETT=

EH= B X |1 VA o = B | 1 S 35 B
G e, DR R BRI RE ST . (TS5
HRAE 22 S G A ME AN VS, YRR A B SS A e, AR e
RO

3. VEIENL

EMEW: B EMN RSN, e ART e, 7
TEMY (R OB . B AL YT . B 24/ 7 I B AR
i, DMETE R A TR 2 A A a2 A i

(Z) thREERRE

1 s e

TR B ARSI A S REAS B Pt AT [ 22
S, W B AR IRIR S, S B T DL A

2. Bl

L R AT EER, RN E RS, BRE
B R RR I 2 A RS FAT7 i, T REAR S B OO R i
TR TIOR3

3. ¥ )

PrAIEE A B T AN S s SRR R 22 2k, T
S VB S P T VAN I o s 40 A= (= P N a2/l
WA

(=) SEZIMTHEAIRERAR

L IR

IR S PPN Ao S VA (= 5 e O = I (R E WA SRS
AL, A TR ERIRGIET, TTRET B8 I R 445
Ui BRI ERRA

2. ISRl A

TEVNFIZE PRI B, A5 BRI T LG 2R N LR T I AR Dy
W, AR EMENLEI A Rz, SR e S Ay
RETR 5 —E AR ]

3. N1

A RETEAR LR TR 22 e MR AR IR & A St ) is
TAEe AT HRIFE A e 2R ERE T, T RBH Bk T

AR

t. hAREEE: Mk

Z 5N e R 4 A8 B R P R B B AT X DAL T
5" “BARSFRERGE— MHAD R

(—) Pkik—: EELUABSHE

L A A

THE RSO ZESE: WM R AR H R A E R, 7TRE
SEEEFAC EMZES, SEuER ., AR MACHL: #
TN A SR A TTRE AR, (/e A TR R e
DI E I 32 0 AR 1o AR EANEN: S ge T H
BRI, NEEeetiZGe, SEuuiEig,

2. fRTT %

g T e AU SR N LEES, I
FEEMACIREEE S SULER S B R R
EESCAIEE R, DA R [ ST 5 A, DAAfIA T
TEFNPERE B I AE ST AN E I B S WL, B AR
5 ILINF  HERHLIE

TERHE B T RE T, EEE, ik
W5 2 IR B,

(Z) Pk BARGIRERGE—

1A

R R 725 WG T R FH AN 7] A AR 22 4 e
g, SEUEW R LN AR BN, ARG —: HTEz
Gi— (2 AR RIRING, W 5B OL7E ] AR IR T REME DL it
—E,

2. fRTT %

BAM G S AT AR T SRR, S0 E
REAS S AT B il Iy 58, BB G — M bt XUy i
FEHE G — M e AR RERE T, DARR R T3 [ AR (IR
o FAREFIIFIZSH: EMHLEAR LSRRI, Ry
BB\ AACT I ERE S

N, hRAZEIEE: RE5RE

(—) thAREEENIEREXSMNE

P2 @iE s E B A 2 77 RN EOR, ARSI ey O R XY
W2 2e gl I AR e R . LRAIRSS, ST Re
IR RS . BTSSRI R, TR B2 2 B4 AL
Ho MR s B R TR RAL Z R REAE. KT AR
AT B TR AL 2 288 T, ERBINSRIE TR 22
e, LRI ATGE . W LIE, AZARihEe e
BN, BB IR T X P R AR 75 RO T B
AIRMAZRG N ESL, PhlE % iz s A B TAR T L
DR, R RENL S EUR R PR, TR LR LS5 1t SE
MR, 1

(Z) RERMAREEENLREZ SN

e BRI, PR 22 i EPR EEAIEO [ S LA RE AL

2024.2 | 063



{SETF2 | INFORMATION ENGINEERING

LH, XS T ARG LI IR MR, Bahmp gt N AGURINsE SEV R & F 5008, LR R AL N AR 22
T N TR IR . AR, AR ERENR ek

TERIRE PR . (B R BT R e 24, AR i Lk, WAL s BRI M % e BT Bk
WERHOR B RS HER R BT e . BEE TR R, = &P, SRRAZUANESE T I AAEER L Ak, hRZE
JRAEZE N SO U [l 22 2id e Tl . AV BTN @ lE B SR AR BURIKE) . BRI
RAETIFER L2 X, HHEEHRM P, ek, ft 2% RR.

PR A, ARSR I ] 2 i R T I LB B2 e

2R :

[TEE, JEMse, JHIERSE. PHafEheFaEM A M2z E P SMH [T]. M&ZEoREMH, 2023, (10):23-26.
[2] Bk, MR EZIAIE R N, PSR [T]. FOTBEERAHR, 2021,22(03):20-25.

[BIVLHE, JuMlsss, PHEfERCF ARG M2 2EE TSN [J]. M&ZEEARERNA, 2021,23(10):23-26.

[41 VTEEFR, RS, FET IR R BB R e 2k iaT (1], mIkBdE, 2023,26(10):42-49.

(Bl M. SR 22k ol gz (1], hEEFR, 2023:3.

161 2500, HRdk. ISR (E B ARG Rk e R, e mZs e 0timikg (1], PEEEML, 2023(08):29-32.

[7) i, PNL, SRS BT AN MRS SO e ainiiniEet [ 1], (&, 2023(16):75-77.

(8] kRS, AR e A (1], fEHE, 2023(05):2.

[9] GBS  T-EFEIRT- L MG L 2RG REARTE [J]. #iikEizci, 2022,35(06):64-68.

(10 BFh, #RARWES, FARMKREN ARG RERAD S (1], HREARSREL, 2022,(11):19-24.

064 | MODERN ENGINEERING



