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Abstract : With the acceleration of China’ s network construction and information construction in recent years,
the combination of business and information technology in enterprises, government agencies and
other organizations is getting closer and closer. Business information not only brings huge economic
and social benefits to the organization, but also brings severe challenges to the organization’ s
information security and management. Through the research of asset mapping and network security
analysis based on SCD file, this paper introduces the factors that affect the network security of power
monitoring, expounds the significance of substation automation operation and maintenance in the
power grid, analyzes the content and methods of network security management of station control
layer and interval layer equipment, and promotes the construction of network security vulnerability
database of power monitoring system based on regulation cloud. Complete the establishment of the
power monitoring system vulnerability information collection and sharing mechanism, and improve the
overall closed—loop security vulnerability elimination control ability to provide support.
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